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EN 80001-1 

 

Goals and responsibilities 
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Medical device definition 

 Directive 93/42/EEC concerning medical devices (MDD – Medical Device 

Directive)  

 

 Definition according to MDD (2007 consolidated version): 

 

 

 "Medical device means any instrument, apparatus, appliance, software, 

material or other article, whether used alone or in combination, including the 

software necessary for the proper application, particularly for diagnostic and/or 

therapeutic purposes, intended by the manufacturer to be used for human 

beings for the purpose of… " 

 

 

 
Source: http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31993L0042:EN:NOT 
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Potential malfunctions when connecting/operating networked systems 

 Getting infected with one or more viruses (remote access!) 

 Data arriving late or not at all (overloading, redundancy) 

 Networked devices interfering with each other 

 Configuration errors 

 Compatibility issues HL7/DICOM 

 Missing XML specifications 

 Storage and archiving problems 

 Hardware failure, broken cable 

 Power failure (UPS) 

 Special case of telemedicine 
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Classification of networks in accordance with EN 60601 

 

 

 

 

 

 

 

 

 

 

 

 

  Source: EN 60601-1:2006 
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Risk management guidelines 

 Finding out which risks are truly relevant 

– As a reminder: the manufacturer has already carried out risk management 

measures, only residual risks should be left 

– Low risk: simple structures and a clear network design 

 

 Defining risk acceptance limits 

– Risks for patients 

• While IT or MT systems are being used 

• Due to systems failing 

– Contractual risks (integrated care) 

 

 Interdisciplinary risk management team 

– Helps to win acceptance across all fields 

– Prevents "wilful" risk management from "blinkered" professionals 
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Why risk management? 
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Why risk management? 

gsm Gesellschaft für Sicherheit in der Medizintechnik GmbH 9 



Why risk management? 
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3.3 A top management responsibility 1/3 

In matters of risk management, top management must: 

a)  prepare guidelines for incorporating medical devices 

b)  define a guideline for determining acceptable risks, which must take the 

corresponding international standards and national or regional regulations into 

account 

c)  supply the necessary resources 

d)  ensure that qualified staff are selected for management, for carrying out the 

work and for the evaluation process 

e)  review the results of risk management activities including incident 

management (see 4.6.2) at regular intervals in order to ensure the continuing 

suitability and efficacy of the risk management process. 

 

The above-mentioned points must be documented in the risk management file for 

the medical IT network. 
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3.3 A top management responsibility 2/3 

Top management must ensure that the MED IT risk manager works together with 

the people chosen to be responsible for the following tasks: 

 

f)  collecting, analysing, evaluating and storing the necessary information for risk 

management 

g) managing medical devices which are incorporate in IT networks throughout 

their life cycle 

h) reviewing and accepting RESIDUAL RISKS on behalf of top management 

i)  Maintaining the medical IT networks 

j)  Selecting and procuring medical devices 
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3.3 A top management responsibility 3/3 
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80001 working group 

Goals and tasks 
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Goals from the standard – our sphere of activity 

 Safety 

– Freedom from unacceptable risks of a physical injury or damage to human 

health, to property or the environment 

 Efficacy 

– Treating patients effectively using the information exchanged and through 

application of effective health measures by the responsible organisation 

based on the information exchanged 

 Data and system security 

– In the operational state of a medical IT network which provides reasonable 

protection for information (data and system data) against changes in 

confidentiality, integrity and availability. 
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*** First draft *** 80001 process (version 30.06.2015)  
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Procedure for creating a list of questions for Austria 

 Survey of EN 80001 contents currently being queried in Austria 

– gsm list of questions 

– Tilak list of questions 

– Gespag list of questions 

– Santesis list of questions 

 Comparing questions 

 Checking the contents 

o Preparing the list of questions for Austria 

o Defining an evaluation matrix for the list of questions depending on the 

customer 
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Results of comparing the lists of questions (example) 
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Results of checking the contents 

 Mix of different content from the list of questions 

– minimum requirements 

– standard ICT queries 

– queries about 80001 

 Consolidation to avoid duplicated queries in the service specifications, the 

standard ICT supplements and the list of questions about 80001. 

 Different questions are relevant depending on the object of the invitation to 

tender 

– standard software (local/networked) 

– medical technology systems without software 

– medical technology system with software (local/networked) 

– Software medical device (local/networked) 

 Uncoupling the queries in order not to generate superfluous data 

depending on the object of the invitation to tender 
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Conclusion and next steps for creating a list of questions for Austria 

Conclusion: 

 Content is currently being mixed with questions concerning minimum requirements and 

standard ICT queries 

 there is no separation according to the object of the invitation to tender (questions about 

servers even in cases where only a local installation is needed) 

 frame the necessary obligation for bidders to work with us in the risk management 

process in a measurable way (e.g. on a production basis) 

Next steps: 

 finalising the list of questions 

 determining how to respond in terms of queries or concepts 

 opportunity for feedback for the industry 

Open issues: 

 Evaluating the list of questions: 

– without appropriate evaluation, the bidders' answers have no relevance for 

evaluating tenders 

– guidelines can only be set by the operators 

gsm Gesellschaft für Sicherheit in der Medizintechnik GmbH 24 



gsm Gesellschaft für Sicherheit in der Medizintechnik GmbH 25 

Procedure for stock 
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Procedure for stock 
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Procedure for stock 
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Procedure for stock 
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Procedure for stock 
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Procedure for stock 



Goal and looking ahead 

 Working group meeting: April 

 Sharing experience with industry/trade: May 

 Developing a procedure for stock 

 University of Applied Sciences Upper Austria Department of Medical 

Engineering 

– Series of seminars in 5 modules on the subject of 80001 

– Start: 2017 
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